Search & Seizure

Computer forensics involves obtaining and analyzing digital information for use at evidence in civil, criminal or administrative cases.  Documents maintained on a computer are covered by different rules, depending on the nature of the documents.  Many court cases in state and federal court have developed and clarified how the rules apply to digital evidence.  The Fourth Amendment to the US Constitution (and each state’s constitution) elaborates on people’s rights with regard to property.
1. What is the Fourth Amendment?

2. In the fourth amendment, what does it state about warrants?

3. Who can issue a warrant? What should he/she be convinced of, in order to issue a warrant? Does the warrant give carte-blanche to the police?
4. If a contraband is located on a file or CD, does this mean that the police can seize the computer it is located on?
5. How much time do the police have to analyze a computer after seizing it?
6. When is a warrant NOT needed search a computer?
7. What are our expectation of privacy in terms of emails, letters and phone calls?
8. What is “Chain of Custody”?
9. What information should be on the front of an evidence bag?
10. What information should be included in documentation concerning seized equipment?
